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B Su can thiét cda giai phap

Trong giai doan chuyén dich t6i ky nguyén céng nghé 4.0, viéc bo vé &
chéng lai tdc nhan nguy hiém ti phan mém ddc hai, mdi nquy tif bén
trong, dén hanh vi tan cdng mang tinh chd dich tif bén ngoai bdi nhém
hacker ngay cang tré nén phc tap. Phuong thic khai théc, che gidu
hanh vi clia tdc nhan nay ngay cang tinh vi & khé phat hién han, khién
cho giai phap truyén théng nhanh chéng tré nén thiéu hiéu qua, khong
dt kha nadng dap Gng nhu cdu cta Trung tdm gidm sat & van hanh
(5.0.0). D& giai quyét van dé nay, t6 chic can mét giai phap nang cao dua

trén c6ng nghé hién dai nhu hoc may, phan tich hanh vi, x{ ly d liéu én.

Cac tinh nang chinh
Phan tich va hoc ty dong hanh vi, théi quen cGia ngudi
ErE  dung thuc thé trong hé thhg mang cla t8 chic
VCS - KIAN thuc hién xay dung va cap nhap hé so clia déi tugng theo
mot td hanh vi nghiép vu da dugc hé thdng dinh nghia trudc, sau dé
st dung théng tin hanh vi clia déi tugng da dugc mé hinh héa cho cac
qua trinh phan tich, x ly di lieu ddu vao ti ngudn qui di liéu. TUng
ddi tuong ngudi dung & thuc thé sé dugc nqudi quan tri gidm sat
thdng qua giao dién, cho phép ca hanh déng diéu chinh ngudng canh
béo rdi ro trén tling ddi tugng. VCS-KIAN hé trg xac dinh nhing nqudi
duing/ thuc thé hoac hanh vi méi xuat hién trong hé théng mang.
ﬁ Phat hién va canh bao theo thdi gian thuc
VCS-KIAN cung cap Engine x{ ly di liéu véi hiéu ndng va kha ndng chiju
tai cao, cho phép phan tich su kién theo thdi gian thuc ddi véi di liéu
nhat ky thu thap dugc ti ngudn d liéu, dya trén tap kich ban phéat hién
bét thudng da dugc dinh nghia & thiét 1ap, hanh vi d& dugc mé hinh héa
clia déi tugng & mdc do rdi ro cla ddi tugng. TU d6 dua ra canh bao thoi
gian thuc vé dau hiéu, nquy cg, su cd, cudc tan cong & hanh vi gdy mat
an toan thong tin khac dua trén két qua thuyc thi tap kich ban phéat hién
bat thudng; hodc vé ddi tugng trong hé thdng dugc gidm sat cé diém rui
ro vugt ngudng da dugc thiét 1ap. Canh bdo xuat hién ty dong théng qua
hién thi ndi dung canh bao trén giao dién d hoa vé quan ly canh bao.
= Két hgp hudng di rule-based truyén théng véi hoc may &
@' phan tich hanh vi
VCS - KIAN cung cap nhiéu cdng cy dé xay dung kich ban phat hién véi
cac muc dd phuc tap khac nhau nhuu tap luat truyén théng, tap ludt
théng minh dya trén cdng nghé phan tich hanh vi, hoc may, gom nhém
sy kién trong khung thai gian.

0 Hiéu nang vugt troi

- Tich hgp s&n 900 kich ban phat hién bat thusng ap dung trén tap dd
liéu tU cac ngudn, véi dd phi hon 50% cac ki thuat tan cdng mo ta theo
MITRE ATT&CK.

- XU ly & luu tri dd liéu ddng thai téi thiéu 10000 sy kién trong khodng
thdi gian la 01 giay.

- Phan tich & luu trdi cdc md hinh hanh vi cla it nhat 10000 déi tugng
trong hé thdng dugc gidm sat trong thdi gian tdi thiéu 30 ngay.
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B Gidi phap Viettel Kill-chain & Anomaly
Viettel Kill-chain & Anomaly (VCS - KIAN) la gidi phap bao vé

dua trén phan tich hanh vi clia déi tugng trong hé théng (User
and Entify Behavior Analytics). VCS - KIAN ty ddng va lién tuc
hd sa héa, xau chudi hanh vi cla nqusi ding va thuc thé, két
hgp véi cdng nghé hoc mdy va xU ly dd liéu Lén thai gian thyc.
TU d6 cung cdp mdt lép phan tich manh mé phia trén cac giai
phap quan ly Log t3p trung nhu SIEM, giip cho chuyén gia
S.0.C ¢c6 thé xay dung cac kich ban phat hién cdc méi nguy va
phan Ung lai ching mét cach nhanh chéng.

Tim ki€m chudi hanh vi bat thuéng
Mo

Trong thuc t&, viéc chi thdy mét hanh vi bat thuding don L& chua du dé
bt dugc phuong thic tan cdng phiic tap clia hacker, VCS - KIAN cung
cap kha nang viét kich ban dugi dang chudi hanh vi, céc budc trong mét
chu ky tn cong. Mat s& hanh vi bat thuding c6 thé dugc phat hién gom:
- Phat hién hanh vi dang nhap tir ngudn, dia chi, subnet la.

- Phéat hién process bat thusng, Phat hién outbound bat thudng
theo isp; Phat hién hanh vi md port bat thudng.

- Phét hién hanh vi back-connect ra may cht diéu khién Public.

- Phat hién hanh vi truy cap webshell, DNS tunnel.

2 =4 Hb trg quan tri d& dang
Cung cap giao dién tryc quan gilp ngudi quan tri thuc hién quan
ly céc théng tin gém:
- Nguén qui d liéu, dich nhan di liéu véi cac thao tac thém
m&i/chinh stia/tim kiém/xda bé.
- Tap hanh vi dugc gidm sat véi cac thao tdc thém mdi/chinh
stia/tim kiém/x6a bd/cap nhat tU nha san xuat.
- Tap kich ban phat hién bat thudng véi cac thao tac thém
m&i/chinh stia/tim kiém/xéa bd/kich hoat/vé hiéu héa/ cap
nhéat ti nha san xuét.

i8t

Giao dién viét kich ban truc quan la tinh nang can thiét, gidp cho

Xay dung & tuy chinh kich ban phat hién trén mat
giao dién truc quan

S.0.C t8i da héa hiéu sudt 1am viéc thdng qua viéc cé thé dé dang
th{r nghiém, 1dm chd & chuyén héa tri thuc, tly chinh kich ban dé
thich Ung véi cude chién khdng gian mang thay déi tiing ngay.

.®,. Tich hop véi SIEM & Gidi phdp quan Ly Log tdp trung
L= =l

Théng qua tich hgp, VCS - KIAN viéc cung cdp mdt lép phan tich
manh mé phia trén gidi phdp SIEM, tU dé ndng cao khad nang
bao vé cla toan bd nén tang. VCS-KIAN hé trg tich hgp nguén
di liéu dau vao theo chuan syslog CEF/LEEF.
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B M6 hinh hoat dong cla giai phap
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Dynamic Profiling engine

Engine st dung md hinh théng ke,
hoc mdy dé phan tich di liéu
Security nhdm tao ra cac hd sg,
profile clia ngudi diing va thuc thé
trong hé théng dugc gidm sat. TU
d6 6 thé xac dinh dugc cac su kién
bat thudng, su kién ma c6 thé la

hanh dong tan cong clia Attacker.
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Risk Score engine
User/Entity session tracking

OPERATION MODEL

Advanced Rule engine

Engine xU ly Rule thai gian thyc,
phan tich cac sy kién va dua ra
cac canh bao bat thusng khi sy
kién vi pham kich ban dugc dinh
nghia trudc bdi chuyén gia
Security. Khac véi cac rule engine
truyén théng, KIAN Advanced
Rule engine hé trg cac phép toan
nang cao nhu Model Profile
Logics, Al Logics,
Aggregate/Windows Function

Logics, Chain Rules.

SIEM

—_E— e e, e, e ———— — — —

Risk Score engine

Engine dua trén cac hanh vi bat
thudng ma hé théng giam sat dugc
dé dua ra danh gia vé muc do rdi ro
clia tiing ngudi diing va thuc thé, Tu
dé uu tién cac déi tugng can van
hanh, xt ly d&€ ngan chan sém su c6
An toan thdng tin.Cho phép quan ly
rui ro, nguy co theo déi tugng nqudi
duing, thyc thé.
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B Tinh nang cua gia

TINH NANG

Integration
Management

User/Entity
Behavior
Profiling

Detection
Usecase
Management

Alert
Management

Content built-in
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i phap

Hb trg tich hgp nhiéu ngudn di liéu gidm sat dau vao theo chuan syslog CEF/LEEF

H6 trg tich hop ddy canh bao téi SIEM theo chuan syslog CEF/LEEF

Tao mdi va quan ly hanh vi can gidm sat

H6 trg xac thyc Local

Giao dién cau hinh, ty chinh cac thang tin cla ngudi dung/thuc thé can hd so héa

H6 so héa thdi diém dau tién xudt hién cla mat ngudi dung/thuc thé hodc mét hanh vi trén hé thdng
Xac dinh ngudi diing/thuc thé hodc hanh vi mdi xuat hién trong hé thdng mang

Xac dinh thai gian xuat hién cia mdt nquai dung/thuc thé hoac hanh vi trén hé théng mang

Xac dinh muc do bat thudng theo thudc tinh so véi théi quen lich sif cla mdt
nguai dung/thyc thé khi thuc hién mat hanh vi da dugc c&u hinh giam sat

Xac dinh muc d6 bat thudng theo thudc tinh trong t& chic clia mét ngudi dung/thuc thé
Xac dinh muc d6 phé bign clia mot thudc tinh, ngudi dung, thuc thé trong t8 chic

Ty dong cap nhat hd so nqusi dung/thuc thé gan thai gian thuc

Tinh nang theo di va danh gid mc do rui ro tdn cong clia mdi Server/PC trong t8 chic
Tao luat phat hién tan cang theo hd so théi quen clia nqudi dung, thuc thé

Tao luat théng ké nhiéu trudng di liéu trong mot khodng thai gian

Tao ludt mo ta chudi cac hanh vi xuat hién theo hodc khdng theo thd ty thai gian

Gan muc do rii ro cho méi kich ban phat hién tan cong

Quan ly danh sach tinh va xay dung kich ban st dung danh sach tinh

Cap nhat dong danh séch theo kich ban phat hién tan céng

Quan ly kich ban phat hién tan cdng theo nhiéu tiéu chi phan loai trong ATTT

Quan ly va tim kiém canh bao theo kich ban phat hién tan cong

Xem chi tiét thong tin canh bdo

Cac kich ban giam sat tién trinh bat thudng theo ATT&CK

Cac kich ban gidm sat phat hién hanh vi kham pha mang ndi bd

Cac kich ban gidm sat tan cong webshell vao cadc may chi Web

Phat hién tan céng DNS tunnel

Cac kich ban phat hién dang nhap bat thudng ti mang internet vao t& chic
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