Datasheet VCS-CyM

B Security Information & Event Management
(SIEM) L3 gi?

SIEM 13 nén tang gidm sat tdng thé, déng vai trd quan trong, khong thé

thiéu trong hé théng Trung tdm Diéu hanh An toan théng tin (SOC)

clia mét t6 chdc, don vi.

Giai phap cho phép thu thap, chuan héa, luu tri va phan tich tuong quan

toan bd log, cac su kién ATTT mang dugc sinh ra trong hé théng CNTT

cla t6 chdc va cung cap kha nang gidm sat va phan tich di liéu van hanh

theo thai gian thuc.

Qua dé, giadi phap hd trg téi da cac t8 chic, don vi trong viéc nhanh

chéng phat hién va x{ ly nhiing su ¢, nguy co vé ATTT trong don vi.
m» Uu diém ndi bat

Giai phap VCS - CyM 14 san pham ty phat trién cla Cong ty An ninh

mang Viettel. S3n phdm c6 nhiing uu diém, lgi thé nhu sau:

« Gidm sat trong thdi gian thuc tat ca céc thanh phan trong hé théng

CNTT cla khach hang: May chu, Gng dung, thiét bi.

+ Quan ly tap trung.

« Tri thdc v& ATTT dugc cdp nhét lién tuc.

« Bugc hd trg bai doi ngd chuyén gia giau kinh nghiém.

« Kién trdc trién khai mém déo, d& md rong theo quy md cla hé théng.

B Cic tinh nang chinh cua giai phap VCS-CyM
é"; Thu thép & chudn hoé d liéu
VCS-CyM sti dung thanh phan thu thap nhat ky ATTT thuc hién thu thap
di liéu tU nhiéu ngudn khac nhau (nhu mdy chd, thiét b, ing dung ...) qua
syslog, API, JDBC, WMI hodc qua agent thu thap log trén hé diéu hanh.
Sau d6 thanh phan thu thap nhat ky ATTT thuc hién chuyén tiép di liéu
thu thap téi thanh phan xU Ly hd trg loai két ndi UDP, TCP, TLS/SSL.
VCS-CyM cho phép quan Ly, theo ddi tinh trang hoat ddng clia thanh phan
thu thap nhat ky ATTT. Hé thdng phan tich loai bé di liéu du thia, chudn
héa & phan loai theo dinh dang chung t8i Uu héa cho viéc phan tich.
VCS-CyM hé trg chudn héa log tUf cdc ngudn gém: Windows, Unix
(CentOS, Debian, Ubuntu), Firewall (Check Point, Cisco, Fortinet, Palo
Alto, ..), Network (Cisco, McAfee, Trend Micro, Symatec, FireEyes,
ForeScout, HP),... H& théng ciing cho phép luu trd nhat ky nguyén ban ban
dau phuc vu cho cong tac diéu tra, truy vét sau nay.
@ -
_!’_ Ho trg tich hgp
VCS - CyM c6 s8n bd chudn héa clia hon 100 loai tng dung, thiét bj phd bién.
Vi céc loai Ung dung, thiét bi mai hé thdng cung cap san giao dién dé thém
bd chuan héa mot cach dé dang. VCS-CyM hé tr tich hop véi hé thng giam

sat an toan khdng gian mang quéc gia clia NCSC & hé théng VCS-CyM khac.

" A A
= Tu dong cap nhat
Cac phién ban mdi, b luat mdi, tri thdc mdéi ludn duge cap nhat ty dong,

gilp gidm sat toan dién hé thdng clia khach hang ty dong.
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‘ Tim kiém & diéu tra

VICS-CyM Vi giao dién tim kiém than thién, diéu kién tim kiém tu dinh nghia
gan gui véi ngdn nglf ngudsi dung, dé dang md rong hay thu hep diéu kién tim
kiém béng thao tac trén giao dién gilp viéc tim kiém suf kién, canh béo trong
qué trinh gidm sat, diéu tra thuan tién, nhanh chéng. VCS-CyM hé trg gom

nhém két qua tim kiém theo truding di liéu phuc vu i Ly canh béo, xU Ly suf 6.

T6i uu W tri i Ligu

Hé théng luu trl dd liéu dugc danh chi muc, sao luu dam bao khdng mat
maét d liéu, phuc vu cho qua trinh diéu tra, truy vét trong trudng hop
g3p su ¢6. Hé thdng con hé trg phan chia chinh sach luu trd véi nhiéu
loai khdng gian luu trd khdc nhau gidp t6i Uu héa hiéu nang hoat déng
va tiét kiém chi phi ddu tu cho viéc luu tr.

Phéat hién tan cong theo thdi gian thuc

VCS - CyM cho phép ty déng canh bao thdi gian thuc thong qua viéc hién
thi ndi dung canh béo trén giao dién dé hoa vé quan ly canh béo & canh
bao qua viéc gui thu dién t( hodc tin nhdn SMS. Canh béo dugc sap xép
thi tu uu tién tdy thudc vao dd nghiém trong clia loai tan cng cling nhu
muc tiéu bi tan céng. VCS-CyM cho phép xU ly & luu trl di liéu dong thoi
5000 sy kién trong khoang thdi gian 1 phat.

VCS-CyM hé trg phan tich tuong quan su kién theo thdi gian thuc ddi véi
di liéu log thu thap dugc, véi gan 1000 tap phat hién canh béo tich hgp
sdn. Tuy ting nghiép vu khach hang ma c6 thé tly bién, thém cac luat
mGi. VCS-CyM cho phép nguoi quan tri thém/x6a/tinh chinh/tim
kiém/kich hoat/vd hiéu. Céc tap ludt dugc hd trg export/import bang
cac tép tin, va dugc cap nhat lién tuc ti nha san xudt qua thao tac tu
ddng hodc bang tay

e
Dashboard truc quan, than thién

Cung cap giao dién quan trj truc quan, than thién, da dang vé théng tin
va 6 thé tity chinh theo nhu cdu st dung thuc t& cla khach hang. Giao
dién cling hé trg viéc quan ly ngudn log, cho phép thém cac thiét bi, ing
dung mdéi vao hé théng dé dam bao kha nang gidm st tuc thi. VCS-CyM
cung cap san cdc mau béo cdo, biéu dd phd bién. Thong qua giao dién
truc quan, cho phép ngudi quan tri thuc hién quan Ly céc bao cdo, mau
béo cdo véi cac hanh dong gdm tao mdi/diéu chinh/xéa bo/loc.

.%%Q Quan ly ngudn Log
N

Giao dién quan ly nguén log gitp ban ch( dng thém mdi céc ng dung, thiét
bi phat sinh vao hé thdng, ddm bao hé thdng cla t8 chiic ludn dugc gidm sat.
Ngugi quan tri thuc hién quan ly déi tugng dugc gidm sat & nguén gui log
theo nhém dugc dinh nghia hodc theo dia chi IP, dia chi mang, dia chi vat ly.
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B MO6 hinh hoat dong cuda giadi phap
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== Filtering

SIEM ANALYSIS

EIE Categorization

3.,/_‘3(, Normalization

J

OSI;?;‘I:_:‘TLQ Anti-virus Proxy Application Bell;l as\',ei';,u,.
: Network
Firewall DNS/DHCP/HTTP Activity IDS/IPS

DATA SOURCE

Ba tang xU Ly di liéu trong md hinh kién trac cia VCS-CyM

Tang Data Source

La noi phét sinh d liéu ban dau (raw data), c6
kha nang thu thap toan bg di liéu tU nhiing hé
théng ndm trong ha tdng CNTT nhu hé
diéu hanh, céc Ung dung, giai phap Anti-virus,
thiét bj mang, thiét bi bdo mat Firewall,
Proxy, IPS/IDS, cac truy cdp cla ngudi dung
hay ngudi quan trj hé thdng CNTT cla t& chuc.
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Tang SIEM Analysis

La hé théng phan tich di liéu thu thap dugc tu
Data Source, tai day di liéu dugc chudn
héa, lam min, phan loai va phan tich tuong
quan theo nhiéu chiéu dé phat hién cac
dau hiéu, hanh vi bat thudng xuat hién trong

hé théng.

For more information, go to » www.viettelcybersecurity.com

Tang SIEM Console

La hé thdng Front-End tuong tac véi nqudi
dung, gidp ngudi dung van hanh gidm sat va
XU ly canh bao, vi pham, hoac tim kiém, diéu

tra céc théng tin tif hé théng
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TiNH NANG

Quan ly dinh danh
Xac thuyc local
Xac thuc LDAP/0OIDC
Xac thyc da nhan t6
Phan quyén RBAC
Quan ly Dashboard
Dashboard Dashboard Builtin
Custom Dashboard
Tim kiém Event
Event Realtime Event
Visualize Event Data
Tim kiém alert
XU ly alert
Alert Realtime alert
H& trg OpenAPI
Visualize alert data
Quan ly agent
Agent hd trg Windows/Linux
Agent hé trg L8y log File
Agent Agent hd trg ldy log Windows Event
Agent hd trg AutoDiscovery
Agent hd trg FIM
Agent hé trg Policy Compliance
Quan ly group/owner
TCVN 11930:2017

Policy Compliance
Custom Policy

Correlation Quan ly rule
Report Reporting
T Quan ly user

Quan ly Business Unit
Syslog
Beats
Logsource Beats/ssl
Redis
Kafka
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