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B Su can thiét cda giadi phap
Trong thdi dai ngay nay, thifla hudng sy phat trién clia cdng nghé
théng tin (CNTT), ky thuat tan céng clia hacker cling dugc ndng cao dang
ké. Cac hé thdng phan tich ma doc thdng thudng nhu Firewall hay Anti
Virus chi phat hién ma doc dya trén chd ky va théng tin ddc trung cua
nhiing ma doc da biét.
Trong khi d6, cac cudc tan céng cé cha dich dén cac co quan doanh

B Gidi phap Viettel Advanced Malware Analysis

Viettel Advanced Malware Analysis (VCS - AMA) la hé théng phan tich
ma doc tu dong, da I6p dua trén cac tri thic tich Ldy, hd trg phan tich
hau hét cac loai file nhdm phat hién ma doc, ma khai thac dac biét 1a
cac loai ma déc trong cac cudc tan cong cé cha dich APT, cac loai ma
ddc chua ting dugc biét dén.
Hé théng nhan yéu cau quét file ti cac hé théng khac va phan tich, dua
B Nhing tinh nang chinh

Phan tich da l6p thong minh
Gidi phap VCS - AMA ap dung cac cdng nghé phan tich khac nhau gidp
phan tich theo nhiéu l6p nhu:
« Quét file, URL dua trén tap co sé di liéu da dugc phat hién.
« Phan tich tinh dua trén noi dung file d& danh gia diém bat thudng.
« Quét dong file office, file pdf, URL bang cach thuc thi trong madi trudng
cd |ap dé danh gia tac dong.

Chdéng ma ddc cao cdp

M@t s8 loai ma doc cao cap c6 kha nang nhan dién madi trudng ao, tir do,
6 cac hanh vi 8n minh hodc vugt qua madi trudng dé (bypass). Giadi phadp
VCS - AMA s(f dung cac module lam gidm thiéu t8i da sy khac biét gila
mady 4o phan tich va may that clia ngudi dung, déng thoi gia [ap cac
thao tac tif d6 chéng dugc cac hanh vi bypass clia ma ddc.

Phéin tich ma doc dong trén sandbox

VCS - AMA chay céc file office, pdf va cac URL nghi ngd trong trong cac
moi trudng o dé theo ddi cac hanh vi nhu: két néi C&C, tao tién trinh,
ghi key khai dong cling hé théng, ghi file, hay cac hanh vi doc hai.

Ap dung céc ca ché quét, phan tich théng minh, phan tich hanh vi két

hop véi cac tri thic khdc dé phat hién ma doc hay cac két ndi doc hai.

QA= Tich hop véi cac hé thang khac
5p & théng

Giai phap cung cap mat tap day du céc AP, cho phép cac hé théng khac
dé dang tich hgp dé phan tich va lay cac két qua phan tich do:

« API upload file t6i VCS - AMA d& phan tich

» APl upload URL té&i VCS - AMA dé phan tich

* API 18y két qua quét file

« API 18y két qua quét URL

Ngoai ra, hé thdng cho phép ngudi dung cau hinh qgi6i han thdi gian
quét trong madi trudng VCS - AMA. Cau hinh mac dinh 1 2 phdat.
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nghiép, cac t8 chuc, chinh pha phan 16n déu st dung nhing loai ma doc,
ma khai thac hét stc tinh vi véi cac l6p nguy trang bao vé va khai théc
céc 15 héng chua tiing dugc biét tdi.

Do d6, viéc trang bi mdt gidi phap phan tich ma doc da L6p dang la mot
nhiém vy hét stc cap thiét ddi véi cac t3 chic, doanh nghiép trong thdi

dai hién nay.

ra két qua file c6 bi nhiém ma doc hay khéng.

Hé thdng VCS - AMA sit dung nhiéu phuong phap phan tich véi cac tinh
nang va cong nghé vugt trdi nhu Sandbox, Static Analysis, Dynamic
Analysis, Machine Learning... cho phép phéat hién cd nhiing dong ma
ddc théng thusng va nhiing dong chua tiing dugc biét dén.
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Giai phap VCS - AMA bao gom:
« Thanh phan Sandbox: Nén tng 3o héa cho phép cai dit cdc may

Admin

4o phan tich véi tai nguyén tiét kiém va méi trudng tdi uu cho qué
trinh phan tich ma doc trén méi trudng sandbox. H6 trg kha nang
thy bién mai trudng phan tich.

« Thanh phan quét ma ddc tinh: La tap hop co s& di liéu va cac
thanh phan phan tich file tinh, dya trén cau tric va ndi dung cla file
dé danh gia cac diém bat thudng.

« Thanh phan quét ma ddc dong: La cac thanh phan phan tich dong
trén mdi trudng Sandbox, dya trén hanh vi cua file khi chay trong
moi trudng thuc dé danh gia cac dau hiéu bat thudng. HE trg phan
tich cac loai file thyc thi, file office, pdf, java, script, ...
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Phat hién nhiing dong ma doc mdi, ma khai thac 0-day,
1-day trong céc chién dich tan céng APT.

- Chéng hanh vi bypass clia cdc ma ddc cao cap.

- D& dang trién khai, tich hgp.
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