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B Gidi thiéu san pham

Viettel Vulnerability Space |3 gidi phdp cho phép dinh ki xac dinh,
phan loai, uu tién va ho trg gidm thiéu cac 16 hdng bao mat trén cac
phién ban phan mém trén cac ddi tugng PC, Server.... giip hd trg quéa
trinh quan ly, gidm sat an toan théng tin trén mang luéi khach hang.

B Su can thiét cua gidi phap
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1. Cung c8p phuong thic hé trg viéc tich hgp théng tin tif cac hé
th§ng Vulnerability Scanner phé bién, nang cao kha nang xac dinh 0
hong va tan dung dugc cac tai nguyén san cé cla khach hang.

2. Cung cdp phuong thic tich hgp véi nhiéu hé théng Threat
Intelligence phd bién nham muc dich xac dinh va phan tng nhanh
trudc nhiing nguy co Méi xuat hién trén mang Internet.

3. Dinh ki ra soat, xac dinh cac 13 héng, nquy cd trén mang Ludi. Bua
ra bdc tranh toan canh vé 16 hong va nguy co trén mang lugi khach
hang.

4. Py canh bao vé nguy cg, 15 hdng muc cao trén cac may tinh 1én
cac ludng van hanh ticket bén thd 3.

5. Cung c&p quy trinh van hanh verify kiém ching thong tin 16 hdng,
nang cao do chinh xac canh bao cho qua trinh van hanh xd ly.

@ Cac tinh n3ng chinh cua hé théng

e T i Li
. Tich hgp dii liéu

e H6 trg tich hop véi cac hé thdng scanner phé bién trén thé gidi bao
gdm: Nessus, Acunetix, Nmap, Rapid7,...

e C6 kha nang tich hgp va nhan théng tin canh bdo tif nhiéu san
pham Threat Intelligence trén thé gidi.

e D& dang tich hgp théng tin cac Asset trong t& chic bao gém:
Computing Device, Service, Software, Person, Group thdng qua
Rest API, File,... nhdm muc dich quan Ly va dua ra thong tin canh
bao chinh xac.
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@6 Diéu khién
e Cau hinh va dinh ki thyc hién ty ddng quét 16 héng trén mang UG
théng qua viéc diéu khién cac Scanner.

e Tu ddng xac dinh cac may tinh c6 nguy co vé an toan théng tin
trén mang ludi dya trén cdnh bdo cla Threat Intelligence.

« Dinh ki ra soét lai cac 16 héng, nguy co & muc cao trong qua khu
dang ton tai trén mang lugi va dua ra canh béo.

@ Béo cdo thong ké

e Pua ra buc tranh toan canh vé Vulnerability trén mang lugi qua
nhiéu géc do, hd trg xudt bdo cdo thang tin 16 hdng theo nhiéu
dang, nhi€u muc dich st dung.

* B3o cdo, thang ké cac s6 liéu quan trong vé anh hudng clia 16 hdng
bao mat trong td chic, ho trg qua trinh phan tich va van hanh
ATTT.

A Hb trg canh bao va van hanh

o Tich hop va ddy canh béo vé déi tugng dang cé nguy co mat ATTT
trén mang ludi én cac hé théng Ticketing bén thi 3.

e H3 trg ddy cdnh bao théng qua nhiéu kénh REST API, Redis,
Kafka,...

0) Kiém chdng thang tin L6 hang bao mat
* Xay dung quy trinh kim ching théng tin, xac dinh s6 lugng &

héng thuc t& c6 khad nang khai thac trén mang usi dya trén tri
thdc cta chuyén gia.

® Hb trg ty dong kiém ching thang tin cac 16 hdng bao méat dya trén
lich st van hanh va qua trinh phan tich thong tin.

Uu diém

Tuang thich vé6i nhiéu hé théng Threat Intelligence,
Scanner khac nhau.

Ra soat dinh ky cac nguy ca cl va ngan chan cac
nguy cd mdi.

Portal diéu khién tap trung cho ca quy trinh.

© © & o

Cung cap quy trinh quan Ly 16 hdng chuyén nghiép
tl xac dinh > kiém ching > quan ly va hé trg x{ ly.

Viettel Cyber Security

For more information, go to » www.viettelcybersecurity.com

viettel

security




Datasheet

VCS-Ves

Il® M6 hinh va hoat dong

Zone A

__

3rd Vulnerability
Scanner

Viettel Vulnerability Space

viettel

security

: O —
; Vulnerability & =
. Scanner b, "
: AN ¥
- l SIEM
: q Dashboard &
: sl 500 Report
E /@.ﬂ v . o
Vulnerability - n
. Management > E/E H < ‘ ‘
! — SOAR
: Vulnerability soc
i E§ Verification
] Asset
E Management L, @
Vulnerability ﬁ
: IE — Detection () 3rd Ticketing
: @ - System
! Threat Vulnerability
Management Verifier

Viettel Vulnerability Space

[ENELS)

3rd Threat
Management Internet

1. Hé thang Threat Intelligence: Bao gc‘Sm_céc hé théng Threat Intelligence cla Viettel (dugc trién khai tai Viettel) va c6 thé ca cac hé
théng Threat Intelligence clia khach hang san c6, muc tiéu day canh bdo CVE vé hé théng Vulnerability Space.

2. Cac Scanner:

=) Scanner dat tai Zone khach hang: c6 thé 13 Scanner cla Viettel d&t tai zone khdch hang phuc vy cho viéc quét 16 hong hodc Scanner
sdn c6 cla khach hang. Myc tiéu 1a quét 16 héng trong zone mang cla khach hang va ddy théng tin 16 héng vé hé thdng
Vulnerability Space.

=) Scanner dat tai Server Vulnerability Space: H6 trg quét L6 héng tai cac ving mang cla khach hang tif xa, théng qua mét Proxy
trung gian.

3. Hé thang Vulnerability Space: Hé thdng quan ly 16 hdng tap trung, thu thap thong tin 18 hdng tif cac Scanner, xac dinh sém céc 16 héng
trong tap Asset cla khach hang dya trén cdnh bao sém ti Threat Intelligence, dinh ki ra quét cac 16 hdng, nguy cd trén tap Asset cla
khach hang, dua ra théng tin 16 hdng trén cac thiét bi.

4. Vulnerability Verify: Quy trinh hd trg kiém ching théng tin 16 hdng trén cac Asset, xac dinh cac 16 héng thuc su cé kha nang khai thac
trén mang luéi dé dua ra théng tin 16 hdng chinh xac cho SOC van hanh.

5. Vulnerability Verifier: Doi van hanh verify 16 héng dua trén thong tin vé 16 hdng va thang tin tif tap Asset clia khach hang.

6. 3rd Ticketing System: Céc hé théng ITSM bén thd ba (SIEM, SOAR, JIRA,....) clia khdch hang nham muc dich tao cac ticket x ly van dé
vé 15 héng, do lusng KPI thyc hién.

7. SOC: Bdi van hanh canh béo, tao ra cac ticket va dua dén nquai xd ly.
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