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B ENTERPRISE MOBILITY SUITE (M-SUITE) LA Gi?

Trong thdi dai cdng nghé 4.0 - ky nguyén mdéi clia cdng nghé s da phat
trién vuot bac va linh vyc an toan théng tin (ATTT) 18 mot chd dé rat
dang dugc luu tdm. Cac méi nquy hiém vé ATTT ngay cang gia tang va
lidu mai thuc thé cé that sy an toan va cac két ndi dau cudi cé con dang
tin cdy hay khdng & mét cau héi dugc dat ra cho linh vyc an ninh mang
hién nay.

Cac phuong phap bao mat truyén théng mang tinh chat tap trung,
cham phan héi va hoat ddng dya trén cadm giac tin cdy khdng ddng chd
hodc c8p quyén truy cap qua mdc vao toan bd mang LUGi clia don vi la
mot thach thic truée bién déng clia cac van dé an ninh mang hién nay.
VPN hay tudng IUa truyén théng khéng con phu hgp véi thé qgisi sd
khdng bién gidi, doi hoi ra ddi mét mé hinh bdo mat tap trung vao nqudi
duing dé ung bién vai tinh hinh dé.

« VCS M-Suite ra doi nhu mét giai phdp cung cap bao mat mang
lugi trong qua trinh két néi va truy cap ti xa, dugc xay dung dua
trén cac yéu cau téi da héa an toan thdng tin cho doanh nghiép.
- VCS M-Suite (3 mot san pham cé cach tiép can mdi mé va hién
dai vé linh vuc bao mat két ndi ti xa, dugc ap dung trén giao thic
SDP (Software Defined Perimeter — Chu vi phdn mém xac dinh).
SDP la mdt md hinh bdo mat mang két néi 1-1 gidia ngudi ding
va cac tai nguyén ma ho truy cap.

« VCS M-Suite tuan thd nhiing nguyén tac c6t 16i trong linh vuc
bao mat an ninh mang, ngang tam gia tri véi cac san pham tuong
duang trén thé gidi trong nganh an ninh cdng nghé sé.

CAC TINH NANG CHINH

Giai phap VCS M-Suite thuyc thi giao thic dat chudn qudc té Software-Defined Perimeter (SDP)
dugc cdng b6 béi Cloud Security Alliance, hé trg t6t da cho ngudi dung trong qua trinh két noi
lam viéc ti xa an toan va chuyén nghiép, véi cac tinh nang chinh nhu sau:
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VCS M-Suite & mét nén tang bao mat manh
mé, cung cap giai phap SDP toan dién, c6 kha
ndng bado mat moi Ung dung, trén moi nén

Chinh sach truy cap nang dong
tang, ¢ bat cu vi tri nao véi ba trong tdm chinh:

VCS M-Suite thay thé cac quy tac truy cdp tinh bang cach phan quyén truc tiép thong
qua cac chinh sach truy cap linh hoat, phi hgp véi tinh hudng st dung. Nha quan tri
dé dang thay ddi chinh sach bao mat dya trén nhidng hoat dong, dia diém va thai
gian ngudi diing thao tac. Viéc kiém soat truy cap cu thé nhu vay dam bao nqudi
duing cudi chi truy cap nhiing tai nguyén can thiét dé thuyc hién cong viéc ctia minh
mat cach bao mat, nhat quan va tu ddng loai bo yéu té 16i gay ra bdi ngudi dung.

Trung tdm dinh danh

VCS M-Suite thiét k& dya trén nhan dang ngudi
dung va thiét bi thay vi dia chi IP, xdy dung hé so
da chiéu clia nqudi dung hodc thiét bi va cap

3 quyén cho ngudi dung trudc khi truy cap.
Truy cdp mang ca nhan

VCS M-Suite st dyng di liéu ca ting nguoi dung trong thai gian thyc theo cac
chinh séch @é tao ra chu vi bdo mat cla c& nhan. Diéu nay dam bao ring tat ca
cac thiét bj déu dugc xac thuc va Oy quyén trudc khi truy cap vao bat ky mot tai
nguyén nao. Sau khi nhan dién dugc ngudi duing, VCS M-Suite sé tao ra dusng dan
bao mat riéng chi cho phép dii liéu truyén ti thiét bj tdi tai ngquyén can thiét.
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Mb hinh cap quyén

Thyc thi an ninh md hinh truy cdp thdéng qua
céc quyén hoac chinh sach; &p dung nquyén tac
trao quyén it nhat cho nqudi ding lam gidm
céc truy cdp trai phép hodc céc nquy cg tan
cdng mang.
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An toan trudc cac cudc tan cdng mang
VCS M-Suite dugc xay dung nhu mét l6p bao méat dé che gidu ha tang phia sau,

chi nhiing nquai ding da dugc xac minh méi cé thé truy cap hé thang. Lép bao
mat nay vo hinh trudc nhiing tan céng ra quét 16 héng va dugc ma héa dé tang
bao vé an toan cho hé théng. Cac cdng (Gateway) va bo diéu khién (Controller)
dugc che gi&u hoan toan nén khang thé bj thdm do, truy quét hodc tan cong.
Diéu nay gilp ngan chan viéc trinh st mang cing nhu tan cdng mang tryc tiép
Va0 cdac tai nguyén hé théng.

Bao vé thiét bi trudc nhiing truy cdp trai phép

VCS M-Suite c6 thé bao vé c3 thiét bj va tai nguyén trudc nhiing két ndi trai phép
bang viéc bao mat thiét bj trudc cac yéu ciu két ndi dén. Viéc phan quyén két néi téi
cac tai nguyén ndi bd c6 thé thuc hién ma khdng can quan tdm t6i nhiing ngudi dung
trai phép trén mang ndi bd cling nhu khéng anh tudng téi luu lugng truyén tai.
Trién khai linh hoat

VCS M-Suite dugc thiét k& dé hoat dong trén ca dién todn ddm may va may chd
vat ly. VCS M-Suite cung cap cac bién phap kiém soat truy cap nhat quan trén cac
moi trudng cé quy md khac nhau. Nha quan tri cé thé két ndi lién mach nqudi

dung téi cdc Ung dyung ndi bd théng qua cac chinh sach truy cdp cta VCS M-Suite.
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Linh hoat trién khai

VCS M-Suite dugc xay dung dé trién khai dé
dang trén mdy vat ly hodc dién todn dam
may, linh hoat thiét 1ap hodc nang cap tiing
module chiic ndng theo nhu cadu st dung cua
doanh nghiép.
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VCS M-SUITE CONTROLLER

tl Agent client dén cac may chu dng dung.
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PHUONG AN KET NOI QUA M-SUITE CLOUD
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Client Application (IP public) « Hb trg TCP & UDP.
Tinh néng Goi co ban Go6i ndng cao
Quan ly dinh danh v
Xac thuc - Local/ LDAP 4
Xac thuc - Restful API
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Xac thuc da nhan t6 - SMS/ Email/ FIDO2

Do6ng bd Directory ndi bd (LDAP)

Quan ly chinh séch xac thuc

Hb trg giao thdc TCP v
Hb trg giao thdc UDP

Quan ly phé duyét quyén truy cap cua thiét bi

Quan ly luat truy cap theo ngudi dung v
Quan ly luat truy cap theo nhém/ t6 chic/ IP/ thiét bi/ thai gian/ dé tin cdy cla phién

:\dcac:as;ement Quan ly cau hinh mang
Quan ly théng tin Ung dung v
Chinh sach truy cap: URI, luu lugng, toc do téi da, phuong thic, whitelist, block network, bao vé di liéu
Theo doi, tra clu hanh vi st dung d liéu nguoi dung - TCP v
Theo dbi, tra cdu hanh vi st dung di liéu ngudi dung - HTTP/ HTTPS
Single packet authorization support for Anti-DDoS v
Trust inferer Banh gia do tin cdy theo baseline
Xem théng tin thiét bi: théng tin ngudi dung/ phan cling/ danh sach Gng dung 4
- Thiét 18p baseline cho thiét bj
RiSHSgEment Ap dung c&u hinh ATTT cho thiét bj (mobile): chinh sach cai dat ing dung, yéu cau cau hinh ATTT

Ra lénh cho thiét bj (mobile): 18y vi tri, xod d liéu, chyp anh, khoa thiét bi

Privileged Access

Management Quan ly truy cdp qua SSH: ghi log hoat dong, loc cau lénh dugc phép st dung
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