Cloudrity

La gidi phap bdo vé toan dién cho website va Ung

dung tryc tuyén dugc trién khai dugi dang dich vy trén
nén tang dién toan dam may cla Céng ty An ninh
mang Viettel. Cloudrity dugc Viettel ty phat trién va
t8i Uu héa dé tang cudng hiéu suat va tinh &n dinh cla
san phdm nham dam bao dem lai dich vu bdo mat
dang tin cdy nhat, t6i uu nhat cho khach hang.

Pam bao dich vy ludn san sang

Gidm thidu anh hudng khdi cac cudc tdn cong tU chdi
dich vu quy md I6n tf tdng mang dén tang Ung dung,
giGp cho website va Ung dung cla khach hang ludn
san sang.

Bao vé di liéu, thong tin

Bao vé website va Ung dung trudc cac cudc tan cong
khai thac 16 héng web nhu TOP10 OWASP, 1-day,
O-day vGi ngudn tri thidc bdo mat ti cac chuyén
giabdo mat hang dau Viét Nam cua Viettel, tranh viéc
mat thong tin nhay cam.

Pay-as-you-use

Chi phi linh hoat, hgp ly theo mé hinh dién toan dam
may, giGp khach hang chi chi trd cho nhing gi can
duing, khéng tén chi phi ¢ dinh hang thang khéng can
thiét dé duy tri dich vu

viettel

security

Phu hgp véi moi quy m6 website va
Ung dung

Trién khai khong can [3p dat, nhanh chéng, dé dang,
tly theo nhu cdu clia khach hang, khong cé bat cu qidi
han nao vé quy mé website va Ung dung. Khach hang
6 thé bat dau tir quy md nhé va mé rong theo su tang
trudng clia website va (ng dung gan véi sy tang trudng
cUa hoat dong kinh doanh.

Hé trg chuyén nghiép, moi lac khi can
Doi ngl SOC (Security Operation Center) 24/7 dam
bao xU ly kip thoi va chinh xac cac van dé ATTT xay ra.
Bén canh doé la déi ngi CSKH chuyén nghiép 24x7 qua
nhiéu phuong thic hotline, email, chat, web ticket dam
bao ti€p nhan va x{ ly kip thai moi phan anh.
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m DATASHEET

MO HINH GIAI PHAP

Cung cap hé théng bao vé 3 lép Cung cap dich vu hoan thién

L6p bao vé gidm thiéu tdn cong DDOS tdng mang
(Mitigate DDoS Layer 3,4):
SU dung ha tdng mang Viettel vGi ndng luc cao de

Core gidi phap trén mang ludi/ha tang Viettel,
trién khai theo mé hinh multi-site véi nhiéu cum
dich vu

han tan cac luu lugng tan céng DDoOS tang mang, A . X ,
P v ideng 9 9mang = Portal quan tri hoan thién danh cho khach hang co
bdo vé cdc may chi cla khach hang trudc cac . N L e w . .

V" y cht ¢d . 9 thé tu cau hinh, giam sat, théng ké, theo doi
cudc tan cdng vai quy mo co thé én tdi vai chuc
Gbps. = DOi ngl Security Operation Center hoat ddng
24/7/365 thyc hién gidm sat, cdnh bao, phan Ung
Tudng lUa bao vé céc 16 héng Web truGc cac cude tdn céng mang

Web Application Fi 1):
(Web Application Firewall * DOi ngl cham séc khach hang chuyén nghiép, giau

Phat hién, chan loc cac dang tan cong tinh vi kinh nghiém, hoat dong 24/7/365

nham vao 16 h6ng bao mat Web. Bugc trang bi tap
ludt phat trién bdi chuyén gia Viettel, giGp phat
hién cac dang tdn céng nham vao cac 16 hdng da
dugc cong bé, va 16 hdng chua dugc cong bé.

L6p bdo vé gidm thiéu tan cong DDOS tang Ung
dung (Mitigate DDoS Layer 7):
* Phat hién, chan loc cac tan cong tU chdi dich vu

M6 hinh gidi phép
cua Cloudrity

Customer

nham truc tiép vao website va Ung dung truc
tuyén trén may chd.
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NHUNG GI?

Gidm thiéu tdn cong td chdi dich vu l6p mang
(Layer 3,4) théng qua viéc phat hién cac dau hiéu
bat thudng dua trén profile vé luu lugng thuc té cla
khach hang. Bao gdbm nhung khéng gidi han cac
kiéu tan cong sau: TCP SYN/ACK Flood, ICMP Flood,
TCP Zero Window, Ping of Death, Teardrop,
Volume-based (UDP, DNS, SMTP, Memcached, ...)

Gidm thiéu tan cong tU chéi dich vu 16p Ung dung
(Layer 7) v6i cac kiéu tan cdng phd bién nhu, HTTP
Flood, Slowloris, Slow Post, Sockstress, Scan-
ner/Crawler, ... Cho phép nguoi dung cdu hinh qidi
han bang théng, tan suat truy van theo ting IP cho
ting tén mién

Cho phép nqudi dung quan ly cac IP, URI theo danh
sach Whitelist/Blacklist

Phat hién va ngan chan cac tan cong khai thac 16
héng web phé bién nhu TOP10 OWASP, Cookie
Poisoning, Brute Force Login, Directory Traversal,
Session Hijacking, ... cing nhu céc 16 héng 1-day,
0-day dugc cac ky su Viettel nghién clu va phat
hién

H6 trg cho phép ngudi dung tu tdi uu va tdy chinh
theo chuén ModeSecurity cac tap ludt dugc ap
dung cho riéng minh, giGp ngudi dung chi déng
trong viéc chan/bo chan cac 16 héng web

HO trg gidm sat va phan tich luu lugng truy cap
theo thai gian thuc véi nhiéu tiéu chi khac nhau nhu
lugng khach truy cap hién tai, ty & khach quay lai,
ty & khach rdi di, ty [é truy cap theo vi tri, ... Tinh
nang nay phuc vy cho cac hoat ddéng Marketing va
SEO cla website/Ung dung.

H6 trg gui thong bao, canh bao khi xay ra sy kién
tdn cdng tGi nguoi s dung qua nhiéu kénh khac
nhau gdm SMS, Email, Telegram

Mé hinh hogt déng
cla hé théng

MODUL 1 MODUL 2
Phat hién sém & Ngan chan tan
ngan chan cdng AntiDDoS
Volume-based Layer 7
AntiDDoS
MODUL 4 MODUL 3
Trung tdm phan Ngan chan tan
tich va xu ly cdng WAF
MODUL 5 MODUL 6
B6 phan B6 phan
gidm sat va chuyén gia
van hanh

DPam bao co ché bao mat SSL toan trinh ti nguoi
dung cudi téi may cha dich vy théng qua hd trg
TLS 1.3, cung cdp cac chdng chi Free SSL tam
th@i hodc st dung cac ching chi SSL da cé.

T6i Uu trai nghiém ngusi dung thdng qua viéc hd
trg HTTP/2 clng nhu co ché luu cache cac di liéu
tinh, gilp cai thién tdc dd va hiéu suat khi truy
c3p website va Ung dung

Cho phép ngudi dung quan ly cac IP, URI theo
danh sach Whitelist/Blacklist da dinh nghia trudc.
Moi truy cap tU Whitelist déu dugc théng qua, va
nguagc lai moi truy cap tU Blacklist déu bi chan

Cho phép ngudi dung quan ly va phan loai qgila
good bot (google, isp, ...) va bad bot (hacker). Moi
truy cap tU good bot déu dugc théng qua va cac
truy cdp tU bad bot déu dugc chan lai
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CLOUDRITY HOAT BONG NHU THE NAO?
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BUGC 1
Yéu cau téi may
cht website/Ung

dung

Budc 1

Mbi mot yéu cau dugce gui
t&i mdy chu website/ung
dung cla nguoi dung
duoc thiét 1ap chuyén tiép
qua hé théng Cloudrity.
Tat ca céc gdi tin déu
dugc doc va phan tich
dua trén cdng nghé phan
tich goi tin séu (DPI -
Deep Packet Inspection).

viettel

security

BUGC 2

Cloudrity kiém tra
tling yéu cau theo

T T

ﬁﬁ

BUGC 3

Chan hoac kiém
tra thém cac yéu

BUGC 4

cac tap luat cau dang nghi, vi chu
pham
Budc 2 Budc 3

Cloudrity kiém tra ting
yéu cau dua trén céc tap
luat dugc thiét lap mac
dinh bdi hé théng hodc
dugc tuy chinh bdi ngudi
dung, v&i cac cong nghé
Al,
Signature-based dugc ap

Machine  Learning,
dung két hop vdi tap tri
thic vé cdc tan cong
(TOP10 OWASP,
0-day).

1-day,

Bat clr yéu cau nao dang
nghi hay vi pham cac tap
luat duoc thiét lap co thé
dugc ngan chan, kiém tra
thém, hoac luu log tuy
theo thiét lap cua ngudi
dung.

Buéc 4

Cac luu lugng sach dugc
chuyén tiép dén cac may
cht  website/tng dung.
Cac may chd website/dng
dung nay c6 thé 13 cac
chu

may on-premise,

on-cloud (public cloud,

private  cloud, hybrid

cloud).

Chuyén tiép yéu
cau sach téi may

Y

T

X

BUGC 5

Cac thong tin log,
théng ké dugc
dua ra Portal
quan tri

Budéc 5

Cloudrity cung cdp giao
dién cho phép nqudi dung
linh hoat xdy dyng cac tap
ludt théng qua cac thao
tac don gian.



